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Microsoft System Center Primer 
Microsoft System Center is a family of products that help organizations manage, support and monitor 

their IT environments.  System Center solutions can manage both physical and virtual environments 

across multiple datacenters covering a myriad of computers and devices. 

The current System Center product suite includes: 

Operations Manager 

Operations Manager shows the state, health and performance information about devices and software 

systems in an IT environment.  Operations Manager alerts on availability, performance, configuration or 

security situations. 

Microsoft does a good job of providing coverage for Microsoft application with Operations Manager, but 

traditionally getting data out of third party or legacy systems required either purchasing management 

packs from ISV’s or contracting developers to collect relevant data and write custom agents.   

PowerWF makes monitoring these systems with Operations Manager almost trivial.  This guide provides 

tutorials that discuss collecting data and creating management packs for custom and third party 

applications. 

Service Manager 

Service Manager is a relatively new addition to the System Center suite of products.  Service Manager 

helps automate best practices within an IT organization, especially in cases of incident reporting and 

problem resolution, change control, and asset lifecycle management.  Service Manager is tightly 

integrated with Operation Manager, Configuration Manager, and Active Directory Domain Services. 

Service Manager provides a workflow based authoring tool to handle the logic behind the specific 

automated actions.  PowerWF extends this functionality significantly by allowing users to either create 

custom toolbox items within the Service Manager authoring tool or to directly create Service Manager 

management packs.  The Service Manager Integration Guide includes tutorials that discuss the 

numerous integration points with Service Manager 

Configuration Manager 

Configuration Manager assesses, deploys, and updates software on servers , client computers and 

mobile devices.  Currently there are minimal integration points between PowerWF and Configuration 

Manager, but as with every other Microsoft product, Configuration Manager is moving toward tighter 

integration with PowerShell.  As this happens, PowerWF will integrate more closely with Configuration 

manager. 

Data Protection Manager 

Data Protection Manager provides unified data protection for Windows servers such as SQL, Exchange, 

and Sharepoint by providing disk, tape and cloud-based repositories for backup and recovery.  Data 
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Protection Manager provides a number of PowerShell CMDLETs that can be used in PowerWF.  Like 

every other PowerShell Snapin and Module, PowerWF will automatically discover these CMDLETs if they 

are installed on the PowerWF system and make them available as drag-and-drop activities. 

Virtual Machine Manager 

Virtual Machine Manager works as a hyper-visor for centralized management of physical and virtual 

machines within a data center.  Virtual Machine Manager relies on PowerShell as their scripting 

management interface, so PowerWF can be used to easily monitor or manage what is happening within 

the Virtual Machine Manager’s environement. 

Opalis 

 Opalis is a recent acquisition by Microsoft to provide its users with an automation platform for 

datacenter operations.  Opalis uses a workflow designer to created the automated tasks. 

Although on the surface there appears to be similarities between Opalis and PowerWF, it quickly 

becomes apparent that they are complementary solutions, not competing solutions.  One of PowerWF’s 

strengths is the ability to deploy workflows as PowerShell cmdlets, Snapins, and Modules.  Opalis allows 

users to extend Opalis using PowerShell, so it is pretty straight forward to create underlying, low-level 

automation with PowerWF and use Opalis for high-level orchestration. 

Why PowerWF Studio 
PowerWF Studio provides an easy way to create powerful automation scripts using a workflow paradigm 

and a simple drag and drop interface.  Novice users can easily create valuable workflows by dragging the 

desired activities from the toolbox.  Experienced users can create PowerShell scripts that are 

automatically converted into visual representations which can be further extended using the built in the 

activities.  

Getting Started With PowerWF Studio 
It is recommended that users walk through the tutorials in the PowerWF StudioTM Getting Started Guide 

before using this guide.  The Getting Started Guide includes a number of tutorials that present basic 

concepts as well as more in-depth topics.   

For more information about PowerWF’s integration with System Center Service Manager see the Service 

Manager Integration Guide.  
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Tutorials 
This section contains a number of tutorials that highlight PowerWF Studio’s integration with Microsoft 

System Center Operations Manager.  Each tutorial includes a brief description of what the tutorial will 

accomplish as well as a list of topics discussed.  The tutorial then provides step by step instructions with 

a brief explanation of why the step is performed.  Each tutorial builds on the lessons of the earlier 

tutorials, including tutorials discussed in the Getting Started Guide, so tutorials in this Guide may glaze 

over steps such as creating a workflow or dragging and dropping an activity.  In some cases, tutorials 

may be related to a specific technology, such as VMware.  In these cases alternate tutorials are provided 

which cover similar topics. 

The first two tutorials are essentially repeats of two of the more complex tutorials in the Getting Started 

Guide.  The first collects data from multiple sources and uses PowerWF’s data mash-up features to 

combine the data.  The second takes this data and pushes it to System Center Operation Manager. 

Tutorial: Data Mashup  
One of PowerWF’s strengths is the ability to combine PowerShell and non-PowerShell activities in a 

single workflow.  This tutorial will take this concept to the extreme by combining data from two 

different sources and joining the data using a SQL query. 

This tutorial will collect information about the services running on a machine and compare that to the 

list of processes running on the machine to determine which services are consuming the most memory.  

Topics Discussed 

¶ Using the AddDataSet Activity 

¶ Using the GetDataSet Activity 

¶ Using the QueryData activity to combine data from multiple sources 

Procedure 

1. Create a new workflow called “dataToSCOM” 

2. Type “services” in the toolbox search and drag “GetServices” from the WindowsManagement 

activity pack. 
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3. Drop a WebBrowser activity and run the workflow to see what data is available from this 

activity. 

 

 
 

4. A quick glance through the data shows that basic service information is shown, but not 

performance information.  Disable the getServices1 activity and drop the “GetProcess” activity 

from the PowerShell pack. 
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5. The WebBrowser1 activity will automatically bind to the new activity.  Rerun the workflow and 

look at the data provided.  This provides useful performance information, but includes both 

processes and applications running on the system instead of just the service information. 

 

6. The trick for this tutorial is to take the output of each of these activities and combine them into 

a single dataset that can be manipulated with a QueryData activity.  Place an “AddDataSet” 

activity after each of the data collection activities. 
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7. Reenable the “GetServices1” activity and rerun the workflow.  The WebBrowser activity shows 

that all of the data is now available in a single dataset. 

 

 
 

8. Drop a QueryData activity after the “addDataSet2” activity and click to edit the SQLQuery. 
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9. Drag the “getServices1” and “getProcess1” tables on to the visual query builder canvas. 

 

 
10. From “getServices1” select the ProcessId, DisplayName, PathName, State, and StartMode 

columns.  From “getProcess1” select the ProcessName, TotalProcessorTime, UserProcessorTime, 

and WorkingSet columns. 
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11. Now Join the two tables together by dragging a connection from “ProcessId” on getServices1 to 

“Id” on getProcess1. 

 

 
 

12. If everything was done correctly, the visual query builder should have created a SQL statement 

like: 

 

Select getServices1.ProcessId, getServices1.DisplayName, getServices1.PathName,  

getServices1.State, getServices1.StartMode, getProcess1.ProcessName,  

getProcess1.TotalProcessorTime, getProcess1.UserProcessorTime, 

 getProcess1.WorkingSet 

From getProcess1 Inner Join 

getServices1 On getServices1.ProcessId = getProcess1.Id 

 

13. Click OK to close the query builder and rerun the workflow. 

 

 

Note: A quick glance through the data shows that this was a successful mashup of the  data, 

except possibly in cases where the service is stopped, because the process ID is 0, the same as 

the Idle process.   
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14. The SQL that was created can be edited by hand or by adjusting the properties of the visual 

query builder.  In this case, it makes sense to add an “Order By” clause and to clean up some 

column names.  

 

 

 

15. Keen observation of the results for these results will note that the Process Id is not unique 

across Services.  For this tutorial, we will  eliminate any Services that have a ServiceType of 

“Share Process” by editing the WHERE clause.  The final SQL should look like this: 

 

Select getServices1.ProcessId As 'Process Id', getServices1.DisplayName As 

 'Service Name', getServices1.PathName As 'Path', getServices1.State, 

getServices1.StartMode, getProcess1.ProcessName As 'Process Name',  

getProcess1.TotalProcessorTime As 'Total Processor Time', 

getProcess1.UserProcessorTime As 'User Processor Time', getProcess1.WorkingSet 

As 'Memory' 

From getProcess1 Inner Join 

getServices1 On getServices1.ProcessId = getProcess1.Id 

Where getServices1.ProcessId != 0 And getServices1.ServiceType !=  'Share Process' 

Order By getProcess1.WorkingSet Desc 
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16. The final step is to limit the number of results returned.  This can be achieved by dropping a 

“SelectData” activity after the “queryData1” and setting the “First” property to 5. 

 

 

 

17. Running the workflow one final time shows that the desired data is shown by the WebBrowser1 

activity. 

 

 

 

Summary 

This tutorial showed how to use the mashup features of PowerWF to combine data from multiple 
sources.  The GetProcess activity that was used originated as a PowerShell cmdlet while the GetServices 
activity originated as a Windows Workflow activity based on a WMI query.  The AddDataSet and 
QueryData activities were used to show how PowerWF can treat the data as SQL data.  The follow-up to 
this tutorial takes this example and pushes the data to Microsoft’s System Center Operations Manager. 
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Tutorial: Sending Data to Operations Manager  
This tutorial builds on the Data Mashup tutorial, which combined process information and service 

information.  In this tutorial data from that workflow will be published to WMI so the data is available 

for System Center Operations Manager.  The SCOM deployment wizard and Agent will be discussed. 

Topics Discussed 

¶ Using the toSCOM activity to publish data to Operations Manager 

¶ Using the SCOM wizard to create Operations Manager management packs 

Procedure 

1. Run PowerWF as an Administrator – this is required to use the toSCOM activity. 

2. Open the “dataToSCOM” workflow that was created in the Data Mashup tutorial. 

3. Run the workflow one time to let PowerWF examine the data that is produced. 

4. Delete the “webBrowser1” activity and replace it with a “ToSCOM” activity. 
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5. PowerWF will automatically choose a Classname and Namespace, but requires that the 

PrimaryKey be selected from the available columns.  Change the Classname to 

“MemoryConsumingServices” and set the PrimaryKey to “Process Id”. 

 

 
 

6. Run the workflow again, then right click the toSCOM activity and select Inspect Data from the 

popup menu. 
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7. Now that the data has been verified, click the Deploy tab and click the “MS System Center” 

button. 

 

 
 

8. The first page of the Microsoft Operations Manager Deployment Wizard allows the user to 

configure the Task Name, Description, and Author.  The defaults can be accepted or they can be 

altered to be more descriptive.  Click Next to continue. 
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9. The second page of the wizard is probably the most important.  Specify the Host Name or IP 

address of the System Center server.  If necessary, set the User and Password for an account 

that has access to the server. 

 

 
 

Note: If desired, the Management Pack can be saved to the local computer instead of 

deployed to a System Center machine and then copied manually later. 
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10. Now it is time to specify the Class Definition for the Operations Manager data.  The Class 

definition should contain the properties that do not change very often, in this case that is the 

Service_name, Path, Process_Id, StartMode, and ProcessName. 

 

 
 

NOTE: PowerWF will automatically select the non-numeric values by default. 

 

11. Next, specify the Performance Counters.  In this case, only Memory is a performance counter. 

 

 
 

Note: It is important to mark data that changes frequently as performance counters for 

Operations Manager.  Numeric values are chosen by default. 
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12. PowerWF also allows you to set Threshold levels.  These are used to create alerts in Operations 

Manager if a value becomes too high or too low.  The list of available Threshold rules is based on 

the type of data collected.  In this case, set a warning to occur if the memory exceeds 15 MB as a 

Performance category threshold. 

 

 
 

13. The final page of the wizard is used to specify the schedule for the agent to run the workflow.  

This page has been discussed in detail in other tutorials.  Set the desired schedule and click 

Finish. 

 

 
 



Operations Manager Integration Guide 

21 

14. PowerWF will automatically create a Management Pack based on the structure of the data it 

discovered when the workflow was executed.  It will push the management pack to the 

Management Server specified in the second page of the wizard and it will push the workflow to 

the agent to be run on the schedule specified. 

 

Summary 

This tutorial showed how to make workflow data available to Operations Manager, how to create an 
Operations Manager management pack, and how to deploy the workflow to an agent.  The workflow 
data is published to WMI every time the workflow executes.  The management pack is automatically 
created based on the structure of the data created by the workflow. 
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Tutorial: Cross-Vendor Printer Monitoring  
This tutorial uses the PowerWF PowerShell Editor to search for sample scripts within the PowerShell 

community and modify one of those scripts to create a monitoring solution for printers regardless of 

manufacturer. 

Topics Discussed 

¶ Using the PowerWF PowerShell Editor 

¶ Searching the PowerShell Community for sample scripts 

¶ Importing sample scripts 

¶ Using the toSCOM activity to publish data to Operations Manager 

¶ Using the SCOM wizard to create Operations Manager management packs 

Procedure 

1. Create a new workflow named “printerInfo” 

2. Click the blue PowerShell icon on the toolbar to launch the PowerShell Editor. 

 

 
 

3. When the PowerShell editor opens, click on the Samples button on the toolbar. 
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4. This opens the “Search PowerShell Community” dialog.  Enter the word “printer” and press 

Enter or click the search button. 

 

 

 

5. Dozens of useful sample PowerShell scripts are returned.  The best match for monitoring 

printers is probably the “Check for non healthy printers on server” script on the Tech-net 

tab.  Click the Insert button next to this script. 
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6. The sample will be inserted into the PowerShell editor.  Change “Server1” to the name of 

your print server.  This value can be a single string or an array.  The “CLS” statement doesn’t 

serve much purpose for this tutorial and can be deleted. 

 

 
 

7. This script can be run immediately using the “Start” button on the toolbar.  Unless there is a 

printer that is currently having problems, this script returns nothing.  To list information 

about all printers, delete the “where-object” cmdlet and rerun the workflow. 
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8. The script should now look something like this: 

 

 
9. Running the script should return information about all the printers in your organization. 
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10. To get a more complete look at what data is available, delete the “ft” command and add a 

“select * |” before the sort command. 

 

 
 

11. At this point, it is a matter of personal preference what columns should be selected for 

monitoring in Operations Manager.  After some reading about the win32_printer class and a 

few adjustments to the “Select” command, the following script proved to collect the desired 

data for printer monitoring. 
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12. Test the script to verify that is runs properly.  Click Save and select “Update Workflow”. 

 

 
 

NOTE: You have the option to save PowerShell scripts as workflow activities or as a 

tƻǿŜǊ{ƘŜƭƭ {ŎǊƛǇǘōƭƻŎƪΦ  ¢ƻ ǘƻƎƎƭŜ ǘƘƛǎ ƻǇǘƛƻƴΣ ŎƘŜŎƪ ƻǊ ǳƴŎƘŜŎƪ ά¦ǇŘŀǘŜ ²ƻǊƪŦƭƻǿ !ǎ 

{ŎǊƛǇǘōƭƻŎƪέ ŦǊƻƳ ǘƘŜ CƛƭŜ ƳŜƴǳΦ 
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13. Close the PowerShell editor to view the workflow.  Depending on how the “Update 

Workflow As Scriptblock” option is set, the workflow will either be a single Scriptblock 

activity or a Pipeline with three activities. 

 

                                                                                                
 

14. From the Visualization toolbox, add the DataGrid activity to the bottom of the workflow. 
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15. Click the Start button to verify the printer data is correct.   

 

 

This test serves two purposes; verifying that the workflow executes as expected and 

providing data that PowerWF can analyze to determine the class structure for creating the 

Management Pack. 

 

16. Once the data has been verified, remove the DataGrid activity and add a ToSCOM activity 

from the SystemCenter toolbox. 
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17. Set the PrimaryKey for the ToSCOM activity to Name. 

 

 

 

18. Run the workflow again, then right click on the ToSCOM activity and select “Inspect Data” to 

see the structure of the data that will be sent to Operations Manager. 
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19. On the Deploy tab, click the Operations Manager button. 

 

 

 

20. PowerWF will launch the Microsoft Operations Manager Deployment Wizard.  The first step 

allows you to enter information about the workflow such as name, description and author.  

On the second pane enter the name or IP address of the Operations Manager host.  If 

necessary, set the Connect as User and Password also. 
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21. Now it is time to specify the Class Definition by selecting properties that do not change very 

often.  For this example, uncheck “TimeOfLastReset”. 

 

 
 

Note: PowerWF will choose the non-numeric values by default. 

 

22. Next, specify the Performance Counters.  PowerWF will automatically select all of the 

numeric values as performance counters. 
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23. The  next page specifies the Threshold Rules.  Create a Warning threshold for availability if 

the ExtendedDetectedErrorState is greater than 0. 

 

 
 

24. The final page of the wizard instructs the agent how often to run and Operations Manager 

how often to collect data. 
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25. After the workflow has been deployed to the Agent and the Management Pack installed to 

Operations Manager, use the Operation Console to view the data. 

 

 

 

Summary 

This tutorial showed how to create a workflow from a sample PowerShell script, modify that script, and 
make the workflow data available to Operations Manager.  This tutorial showed how to create an 
Operations Manager management pack using the wizard, and how to deploy the workflow to a remote 
Operations Manager server and have it run on the PowerWF agent.   
 
As with previous examples, the workflow data is published to WMI every time the workflow executes.  
The management pack is automatically created based on the structure of the data created by the 
workflow. 
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In-depth Study: ToSCOM activity  
PowerWF’s ToSCOM activity allows PowerWF to interrogate data and publish it for consumption by 

Operations Manager.  The activity really does three things:  

1. Analyze - Analyze the dataset that 

is being passed to it to determine 

the data structure and data types. 

2. Validate – Validate the data and 

remove any data that is of a data 

type not understood by Operations 

Manager. 

3. Publish - Publish the resulting data 

to WMI for consumption by 

Operations Manager or any other 

solution that understands WMI 

data. 

Analyze 

The ToSCOM activity’s input is bound to the output of some other activity in the workflow.  This binding 

may be done manually, or PowerWF will automatically bind to an upstream activity in the workflow. 

Each time the workflow is run, the ToSCOM activity will look at the output from the activity it is bound 

to and determine what data is available.  PowerWF will then create a WMI and Operations Manager 

friendly data structure to hold this data. 

Validate 

Once the data has been analyzed and the data structure determined, PowerWF will examine each data 

type to ensure that it is compatible with Operations Manager.  Simple data types like strings and 

numbers are supported, but other, more complex structures may not be understood.  When possible 

PowerWF will attempt to extract the underlying data and  place it in a data structure that Operations 

Manager understands.  If this is not possible, the data will be discarded. 

Publish 

The final data is published as WMI.  WMI is a standard method for publishing information on Microsoft 

operating systems for consumption by Microsoft and 3rd party applications.  These applications can 

query the WMI data on their own schedule, with the understanding the WMI data can timeout and no 

longer be available to the systems.  When run on the PowerWF agent, PowerWF generally tries to keep 

the data available until the next time the workflow is executed. 
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ToSCOM Activity Properties 

Like all PowerWF activities, the ToSCOM activity has a number of common properties and a number of 

properties unique to the ToSCOM activity.  The ToSCOM activity has three unique properties that it is 

important to understand. 

Namespace 

The Namespace is essentially a path that describes where to put WMI data or where to find it.  The 

Namespace looks a lot like a path you would see in PowerShell or Explorer. 

Classname 

The Classname property is used to distinguish this ToSCOM activity’s data from any other WMI data.  

The Classname should be something meaningful but unique.  MSMQMessageCount would be good 

Classname; MyData would be a poor choice. 

PrimaryKey  

The PrimaryKey is used to uniquely identify a piece of data.  Select a column of data that has unique 

data for every row and is consistent between executions of the workflow.  When this data is published 

to Operations Manager, the Primary Key will be used to correlate data between runs. 
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In-depth Study: Class Definitions 
The Class Definitions Page of the wizard is used by PowerWF to help define the overall structure for the 

Operations Manager Management Pack that PowerWF will create.  The Class Definition should include 

all of the data published to Operations Manager that does not change frequently.   

 

 

Obviously, the checkbox next to each data value in the wizard is used to determine values that should be 

included as part of the class definition. 
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In-depth Study: Performance Counters 
Data that changes frequently in a monitored environment should generally be marked as a Performance 

Counter in the Operations Manager wizard. 
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In-depth Study: Thresholds 
Thresholds are used to set alerts within Operations Manager.  The Operations Manager wizard lets users 

specify the alert severity, the threshold value to alert on, and the performance category.  It is important 

to understand that PowerWF lets you set initial thresholds, but in many cases additional thresholds 

should be added within Operations Manager. 

 
 

Severity 

PowerWF and Operations Manager offer three severity levels – Critical, Warning, or Information.  These 

are selected in the wizard via a dropdown list.  Click the existing severity to change the severity level. 

Operator 

PowerWF lets you choose an Operator of “Less Than” or “Greater Than” to determine if a threshold is 

exceeded.  For example, when looking at Available Disk Space, the “Less Than” operator would be used 

to alert when running out of disk space, but for Memory Consumption, “Greater Than” may be chosen 

to alert when too much memory is being used by a process. 

Threshold 

The Threshold value is set by clicking in the appropriate cell in the table and typing a numeric value.  It is 

important to note that the value is a raw value versus a scaled value, so 15000000 is used to represent 

approximately 15MB 

Category 

PowerWF and Operation Manager offer four categories to classify the type of Threshold being created.  

Availability thresholds are used to indicate that if the threshold is exceeded, the application or device 
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may not be available.  Configuration thresholds might be used to indicate a configuration issue exists, 

such as more disk space needs to be added to a virtual machine.  Performance thresholds are used to 

indicate that a potential performance problem may exist if the threshold is exceeded, such as low 

network bandwidth or high CPU consumption.  Security thresholds might be used to alert on things such 

as a high number of failed logins or other security related metrics. 

 


