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Microsoft System Center Primer

Microsoft System Center is a family of products that help organizations manage, support and monitor
their IT environments. System Center solutions can manage both physical and virtual environments
across multiple datacenters covering a myriad of computers and devices.

The current System Center product suite includes:

Operations Manager

Operations Manager shows the state, health and performance information about devices and software
systems in an IT environment. Operations Manager alerts on availability, performance, configuration or
security situations.

Microsoft does a good job of providing coverage for Microsoft application with Operations Manager, but
traditionally getting data out of third party or legacy systems required either purchasing management
packs from ISV’s or contracting developers to collect relevant data and write custom agents.

PowerWF makes monitoring these systems with Operations Manager almost trivial. The Operations
Manager Integration Guide provides tutorials that discuss collecting data and creating management
packs for custom and third party applications.

Service Manager

Service Manager is a relatively new addition to the System Center suite of products. Service Manager
helps automate best practices within an IT organization, especially in cases of incident reporting and
problem resolution, change control, and asset lifecycle management. Service Manager is tightly
integrated with Operation Manager, Configuration Manager, and Active Directory Domain Services.

Service Manager provides a workflow based authoring tool to handle the logic behind the specific
automated actions. PowerWF extends this functionality significantly by allowing users to either create
custom toolbox items within the Service Manager authoring tool or to directly create Service Manager
management packs. This guide includes tutorials that discuss the numerous integration points with
Service Manager

Configuration Manager

Configuration Manager assesses, deploys, and updates software on servers, client computers and
mobile devices. Currently there are minimal integration points between PowerWF and Configuration
Manager, but as with every other Microsoft product, Configuration Manager is moving toward tighter
integration with PowerShell. As this happens, PowerWF will integrate more closely with Configuration
manager.

Data Protection Manager

Data Protection Manager provides unified data protection for Windows servers such as SQL, Exchange,
and Sharepoint by providing disk, tape and cloud-based repositories for backup and recovery. Data



Protection Manager provides a number of PowerShell CMDLETSs that can be used in PowerWF. Like
every other PowerShell Snapin and Module, PowerWF will automatically discover these CMDLETSs if they
are installed on the PowerWF system and make them available as drag-and-drop activities.

Virtual Machine Manager

Virtual Machine Manager works as a hyper-visor for centralized management of physical and virtual
machines within a data center. Virtual Machine Manager relies on PowerShell as their scripting
management interface, so PowerWF can be used to easily monitor or manage what is happening within
the Virtual Machine Manager’s environement.

Opalis

Opalis is a recent acquisition by Microsoft to provide its users with an automation platform for
datacenter operations. Opalis uses a workflow designer to created the automated tasks.

Although on the surface there appears to be similarities between Opalis and PowerWF, it quickly
becomes apparent that they are complementary solutions, not competing solutions. One of PowerWF’s
strengths is the ability to deploy workflows as PowerShell cmdlets, Snapins, and Modules. Opalis allows
users to extend Opalis using PowerShell, so it is pretty straight forward to create underlying, low-level
automation with PowerWF and use Opalis for high-level orchestration.

Why PowerWF Studio

PowerWF Studio provides an easy way to create powerful automation scripts using a workflow paradigm
and a simple drag and drop interface. Novice users can easily create valuable workflows by dragging the
desired activities from the toolbox. Experienced users can create PowerShell scripts that are
automatically converted into visual representations which can be further extended using the built in the
activities.

Getting Started With PowerWF Studio

It is recommended that users walk through the tutorials in the PowerWF Studio™ Getting Started Guide
before using this guide. The Getting Started Guide includes a number of tutorials that present basic
concepts as well as more in-depth topics.

For more information about PowerWF’s integration with System Center Operations Manager see the
Operations Manager Integration Guide.



Requirements

In order to take advantage of PowerWF’s integration with Service Manager, PowerWF should be run on
a 64-bit machine running Windows Vista or later and using the 64-bit version of PowerWF. Be sure to
install the Service Manager authoring tool on the PowerWF workstation. The authoring tool can be
downloaded from Microsoft.com.

PowerWF Running Remotely

If PowerWF is not installed on the same machine as Service Manager, there are few required files that
need to be copied to take full advantage of the integration between the two products. Administrator
privileges will be required on both the PowerWF and Service Manager machines.

On the Service Manager machine locate the SDK binaries. These are typically located at:
C:\Program Files\Microsoft System Center\Service Manager 2010\SDK Binaries

Copy the entire directory to the PowerWF machine using this directory structure. This usually means
adding directories for “Microsoft System Center” under “Program Files”, followed by a sub-directory of
“Service Manager 2010”. The “SDK Binaries” directory lets PowerWF create workflows that are
compatible with Service Manager.

At this time, it is required that the SDK Binaries be installed on the C drive at:

C:\Program Files\Microsoft System Center\Service Manager 2010\SDK Binaries

Leveraging the Service Manager CMDLETS
Regardless of where PowerWF is installed, it is recommended that the Service Manager CMDLETS be
installed. Download the Service Manager PowerShell CMDLETS from http://smlets.codeplex.com/

Make sure the contents of the Zip file are unblocked. This is done by right clicking on the SMLets.zip file
and selecting Properties.
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http://smlets.codeplex.com/

When the SMLets.zip Properties window appears, click the Unblock button and click OK.

2 _ - E= oo
1, SMLets zip Properties . w

General | Securty | Details | Previous Versions |

i‘ MLets zip

(zipped) Folder (.zip)
Eoiore

Location: C:\Users\Jim\Dawnloads

Size: 73.4 KB (75.255 bytes)
Size ondisk: 76.0 KB (77,824 bytes

= = = == .

Created: Today, October 05, 2010, 9 minutes ago
Modified: Today. October 05, 2019, 9 minutes ago
Accessed:  Today. October 05, 2010,

Aftributes: Read-only Hidden

Security: This file came from another
computer and might be blocked to
help protect this computer.

Next unzip the CMDLETs in:

C:\Windows\System32\WindowsPowerShell\v1.0\Modules

@ 1 Bxract Comprw (Zipped) Folders. .

Select a Destination and Extract Files

Files will be extracted to this folder:

C:\Windows\System32\WindowsPowerShell\v1.0\Modules |

| Show extracted files when complete

| Browse...

Bdract | | Cancel |




To verify that everything is installed correctly, launch PowerShell with administrator rights. Run this
command:

set-executionpolicy unrestricted

When prompted, click ‘Y’.

E Administrator: Windows

m> set-executionpolicy unrestricted
Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose

to the security risk escribed in the about_Execution_Policies help topic. Do you want to change the execution

[S] Suspend [?] Help (default is "Y"): y

The final step is to import the module in PowerShell:
Import-module smelts

As long the Import happens without errors, PowerWF should be able to discover the CMDLETS and use
them as toolbox items.

APt -
H Activity

ToolBox r XI fil

+ QAD %
+ Shell
| =l SMLets

“_| ExportSCManagementPack
&
m getSCSMCommand

@ getSCSMproperty

.| GetDataWarehouseConfiguration

e,

Q GetSCDWDimensionTypes

m

Q GetSCDWFactTypes

Q GetSCDWMeasureTypes

% GetSCDWOutriggerTypes
S

e T e P CE

NOTE: Be sure to run the 64-bit version of PowerWF when
working with Service Manager



Tutorials

This section contains a number of tutorials that highlight PowerWF Studio’s integration with Microsoft
System Center Service Manager. Each tutorial includes a brief description of what the tutorial will
accomplish as well as a list of topics discussed. The tutorial then provides step by step instructions with
a brief explanation of why the step is performed. Each tutorial builds on the lessons of the earlier
tutorials, including tutorials discussed in the Getting Started Guide, so tutorials in this Guide may glaze
over steps such as creating a workflow or dragging and dropping an activity. In some cases, tutorials
may be related to a specific technology, such as VMware. In these cases alternate tutorials are provided
which cover similar topics.

Tutorial: Integration With Service Manager Authoring
This tutorial discusses how PowerWF can be used to extend the existing Service Manager authoring tool
by creating toolbox activities. The workflow will collect process information based on CPU usage.

Topics Discussed

e Creating a PowerWF Workflow

e Using the embedded PowerShell Editor

e Using Auto-Script Creation

e Creating Input Parameters

e Creating Service Manager Toolbox Activities

e Importing and Using Custom Toolbox Activities in Service Manager

Procedure

1. Create a new workflow called “TopCPUProcesses”

( = =TT
@\Q R )z ROV St
| =P (= —~r W il fed - [
13 Q5 |
New Open..', Cose Save  Print Compile Start Stop Pause Step Parameters PowerShell Brea
f New
Creates a new workflow dotyment
;
+/ Facebook
T+l FileSystem || New Workflow
,+ rol Workflow Name: TopCPUProcessesI
+ Hardware =
e T e Location: C:\Users\Jim\Documents\PowerWF Studio\Workflows [:J
v 10 || Template: [Blank Worldlow Document n ']
Ll L0 e— 3
S i [ ok || conce |
Il '+ Net
T |
+ PowerCLI
| T PowerGUI
PowerSh



2. Type “Process” in the toolbox search window to find the Get-Process activity. As its name
suggest, this activity collect information about the processes running on a computer.

EETATT- 4
process
D i /

Sequential Workflow

=] Pack: Hardware
4 Processor

.
) Pack: Powershell 9 )

& DebugProcess

! GetProcess Gelrocess 7
‘ StartProcess }

. StopProcess . -
‘JA’A"r R \) ) r r -~ .—d' . g sA,‘ - r,f ,r _“"»—w-‘

3. Double-Click the blue PowerShell icon on the getProcess activity to open the PowerShell editor.

9
|

l getProcess

v
© PowerWF Powershell Editor

i File Edit Debug View Window

Get-Process




4. Click the Start button to view the output of this activity. The Grid tab shows the complete
results in a table format.

Get-Process

Content%
GetPs
Descrij
_NounName  Name Ha;dlg{ VM ws ~[] The ce
» Process ACDaemon 21 97927168 3227j PLOGBSS
compute
Process ACService / 7 40640512 3481 Procada
Process Apple vi... (112 41349120 5447 the loc
specify
Process ch@{ 125 138932224 1859 i
Process e 241 233623552 7253 pass a
Process chrome 546 207069184 2297 pipeline t
Get-Proc
| Process chrome 122 136613888 7884 . that has
< [ J » the pro

| consore] Bz
5. One nice feature of PowerWF is the ability to automatically generate PowerShell script based on

user interaction with the Grid pane. Find the CPU column and click the heading to sort the
results. Next, while holding down the CTRL key, select a cell in the CPU and Name columns.

il
1. Get-Process |
2 Select-Object Name, CPU |
3. Sort-Object CPU -
H '/_
- Hold down the CTRL key
Grid - while clicking cells to
Tobied auto-generate PowerShell
Name Handles VM M ,A\
» 241 233623552 | 72531968 | 81563645 | 30880 C'VUserP"
firefox =1 324091904 | 130293760 | 124403712 |67784 |C:\Prog... 5368
| dwm 1231 237449216 | 36633776 | 33906688 | 31384 |C-\Win... | Microsof... ]2624872826 6176
louTLOOK 4620 675717120 | 156536872 | 147984384 | 187760 |C:\Prog. | Microsof _ | 175.813127

Note: If desired, additional cells can be selected. Be sure to hold down the CTRL key the entire
time while selecting columns.
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6. Click the Start button to replay the PowerShell script. One thing that will be obvious is that the
CPU should be sorted in descending order. Type -d after the word CPU and select —Descending
to sort the results based on High CPU usage.

i |
" %, L. ..-ubject Name, CPU |
3 Sort-Object CPU -aI
< -CaseSensitive
<y -Culture

[_— % -Debug
G )

TableT <% -ErrorAction
N CcPU < -ErrorVariable
i <2 -InputObject
¥ < -OutBuffer
Idle <& -OutVariable
svchost 0 < -Property
svchost 0

Type
Devfarm.Configuration.PowerShellSwitchParameter

~

Definition
Sorts the objects in descending order. The default is ascending o‘rJ

The Descending parameter applies to all properties. To sort by
ascending order and others in descending order, you must speci.,

7. To limit the results to the top ten CPU consumers, add a “| select-Object —First 10” to the end of
the script then click the Insert button to add this PowerShell script to the workflow.

e \.QPEI) SaVE Fng .‘oﬁlﬂplb

Faste  seaich Start Breakpou

l Get-Process |
2 Select-Object -Property Name, CPU |

3 Sort-Object -Descending -Property CPU | select-Object -First 10

Name CPU
» devenv 194.5800473
chrome 174.8455208
OUTLOOK 108.0462926
firefox 83.4761351
dwm 58.3287739
TSVNCache 46.5974387
plugin-container | 43.5866794
38.7818486

Search Help

Contents ~ Home

Using the Powe:
Editor

Features

The PowerWF PowerShell

fully functional integratec

development environment
ude:

s Bpen And Save Pov
Schigts As PS1 Files
* ExeclUfe PowerShell

Editor Og Embeddec
e Script Br&akpoints

12



PowerWF takes the PowerShell script and converts it into Workflow components. The workflow
consists of a single pipeline with four PowerShell CMDLETSs. Click on the “SelectObject2”
activity. The Property view shows the properties for the selected CMDLET, including that the

First 10 items will be selected.

s =0k [

¢ ExcludePropertys & =
ExpandProperty #

iy FirsT——H #0 10

— Index 0
v = | InputObject __#3 -
L_~ / (Name)

| Please specify the identifier of the activity. It
has to be unique in the workflow.

| ey

Q selectObject2

Double-click the blue arrow icon to create an Input Parameter for the number of processes to
select. After selecting Input Parameter click Next.

iR SEECTUDECt | - ||E Parameters |
3 ExcludePropertys 0 e
ExpandProp_g‘}:t i
sortObject1 |t TITST (4510

@ ‘ — Index

¢ / -
o b —
(@ selectObject? )"'F/

%
Workflow Parameters - Step 1 of 2 h

Specify the type of parameter you wish toéreate

I © Input Parameter

! Create a parameter to be entered by the user when the workflow is executed.
Input parameters may be passed in as command line arguments or the user will
be prompted for them at runtime.

SRashgthe type of (- Qutput e e .
4 R g i S g S g S



10. Set the Input Parameter name to “NumberOfProcesses” and the Help Text to “Specifies the
number of processes to display”. Also mark this as a Mandatory Variable and hit Finish.

Workflow Parameters - Step 2 of 2 h

Input Parameter

Name: VN&nBet&P;ocesses

Specifies the number of processes to display
Help T

Intial 10
5 éy'stem Object
) | Input
NOTE: Input *
[V "Mandatory Variable [ Accept T

NOTE: The workflow will now have an input parameter that must be entered before the
workflow will run. When running the workflow from PowerWF Studio, the user will be
prompted to enter the desired number of processes to return. Once this workflow is deployed
as a CMDLET, the Input Parameter can be entered as a command line argument. In this tutorial,
the workflow will be deployed to Service Manager where the Input Parameter will become a

property that the user can enter.



11. Run the workflow again, specifying 6 for the number of processes to return. The output will

appear in the Console output.

yE

Save Print

-

© \ Sequential Workflo
JsLFrunne I‘:| @
<tPatch |
[= pipelineSequence
:lpt E
N -
i@ § ard _—
Input Parameters ‘ / X |
/ .getProcess1
E Mandatory =
NumberOfProcesses KR () &
nt
(/ @R selectObject1
oy @ sortObject
cq¥ ‘\ *
@ selectObject2
at NumberOf Processes
Specifies the number of processes ia display |
st
i Number of Referenced As
Workflow Compiled succe§sfu
Attribute

Field




12. Now that the workflow is complete, it can be deployed as a Service Manager Activity Library.
On the Deploy tab, click the Service Manager button and select “Create Activity Library”.

——

PowerGUI PowerScripter

— = -
&
I |
Service
em Create Management Pack
| Create Activity Library i[

- Create Activity Library

................................................ Create Activity Library for use with
Microsoft SCSM Authoring Tool

T

Base Clas

13. The Service Manager Activity Library Creation dialog lets you specify a Library name and which
workflows to include in the activity library. Set the Library Name to “Processinfo” and click
Build.

Service Manager Activity Library Creation

Library Name Processinfo| \

Description: \

Version: 10 \
= = 3
Vendor Name: Devfam Software \
Output Directory: C:\Program Files (x86)\l‘;1gosoft System Center'\Service Manager 2010 AL [Z]

GRV

| Workflow ]
(2) TopCPUProcesses

\

\
\
\%{‘vm | [ Cones




14. PowerWF will now build the Activity Library. If prompted, click “Yes” to allow PowerWF and
Windows Command Processor to make changes to the computer.

) User Account Control

Do you want to allow the following program to make
changes to this computer?

Program name:  Windows Command Processor

Verified publisher: Microsoft Windows

.L‘,‘:"_bf' Show details N Yes ] [ No ]

Change when these notifications appear

15. Launch the Service Manager Authoring Tool. In the Activities Toolbox, Right-Click on Activity
Groups and select New Group.

B o Activity Grouns

= 4%, Control IW'

%4 IfEls Delete Groug
dith Para Fenam

Del3 Choose Activities..,
) For buerrewep
= 11’11 Service Managerhctivities
Y J"-LI. TMI‘L...__*—_-"" — e e

16. Name the new group, “PowerWF”

‘%~ Add AD DS Computer to Group
& 4% Script Activities
@ 5% VMM Activities

Form Customization Toolboxl Activities Toolbox

Iass Browser ~ 0 X

|
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17. Right click on the new “PowerWF” group and select, “Choose Activities...” from the pop-up
menu.

& 47 VMM Activities

w % PowerWF

New Group

Delete Group

Rename Group

18. When the “Choose Activities for a Group” dialog appears, click the “Add Custom Activities...”
button.

Group name: | PowerWF 1
i

Filter all activities

Select activities to include in :'is group:

[ -

Activity Name Activity Assembly Name =
Createlncident \,l Microsoft.ServiceManager.WorkflowAuthoring. Activitylibrary, Version=7.0.5000.0, ¢ |
ForEachlLoop Microsoft.ServiceManager.WorkflowAuthoring.Activitylibrary, Version=7.0.5000.0, ¢
CommandScript ',l Microsoft.ServiceManager.WorkflowAuthoring.ActivityLibrary, Version=7.0.5000.0, (
WindowsPowerShellScript  Microsoft.ServiceManager. WorkflowAuthoring.ActivityLibrary, Version=7.0.5000.0, ¢
VbscriptScript 't‘ Microsoft.ServiceManager.WorkflowAuthoring Activitylibrary, Version=7.0.5000.0,
Getlncident ll Microsoft.ServiceManager.WorkflowAuthoring.ActivityLibrary, Version=7.0.5000.0, (

AddADDSComputerToGro ‘:,Microsoft.ServiceManager.WorlcﬂowAuﬂ'\oring.ActivityLibrary, Version=7.0.5000.0, ¢
AddADDSUserToGroup 7M icrosoft.ServiceManager.WorkflowAuthoring. Activitylibrary, Version=7.0.5000.0, (

IDEEEEEEEGS

RunTaskActivity Microsoft.ServiceManager.WorkflowAuthoring.ActivityLibrary, Version=7.0.5000.0, (
SetActivityStatusToCompl éAicrosoft.ServiceManager.WorlcﬂowAuthoring.ActivityLibrary, Version=7.0.5000.0, (
LR T SO J A o R— a0 e A1 - /G T T | (W3 L. S aranna s

-~

;
3
:
4

[ ok J[ concel |

B '—’-”' - gt P . e Sy 4 '-m.-"."**w -J,
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19. Select “Processinfo” from the “Select Custom Activity Assembly” dialog and click Open. Then

Search all assemblies @
Assembly Name Version Culture
Processlnfo 2.3.0.1569¢ Invariant |

testiPack
test2pak

23.0.3536C Invariantl
2.3.0.3536C Invariant!

To add custom activities, please stcre the activities in this folder:
C:\Program Files (x86)\Microsoft System Center\Service Manager 2010
Authoring\Workflow Activity Library

Open ] [ Cancel ]

20. When the “Select Custom Activity Assembly” dialog closes, be sure to select the
“TopCPUProcess” activity from the “Choose Activities for a Group” dialog and click OK.

L] test2 testZpak, Version=2.3.0.35360, Culture=neutral, PublicKeyToken=null ‘ |
TopCPUProcesses Processinfo, Version=2.3.0,15699, Culture=neutral, PublicKeyToken=null =

‘ 1] | »

| Add Custom Activsﬁ"eb\

oKk || cancel |

1} I(a:nh fAra frrm

21. The workflow created in PowerWF is now available for use in the Service Manager Authoring
Tool.

»

W e o ViV Activie s %

= % PowerWF
(© TopCPUProcesses L2

}‘ Form Custonyization Toolbo, Activities Toolbox
e e




22. To use this new activity, open or create a management pack in the authoring tool and select a
workflow. Drop the TopCPUProcesses on the workflow and set the “NumberOfProcesses” to

retrieve.

a

Summary

4 13 MansgementPack.cobS1305 1652 Ades

3 Actinty Grougs

* Classes & §%) Control Flow
Feems Soquential Warkfiow o e Serncs Mansgen Actuitier
1 Workfiows " ") Active Directory Activitees
R &, Add AD DS User to Group
i
:'A—'F— ¥ Aga AD DS Computer to Group
o S00CPUDoc
o .f'"' ARGk - ") Sorpr Activitien
- = 4% VMM Actesties
v ;. . i} PomeWF
C‘] » ) TopCPUProcesses
& &
Detaily -3 X Form Cieterreswtinn = Vz.arr.nine'. Yoclba;
topCPUProcessest BxpoctedTooloond ibFrocessinfo. TopCPUProcess = it Bt — &
w2 =
2 ¢ ManagementPack assalins 602 Ldas G441 2¢53e »
{Name) toplPUProesses]
Description Search L
Enabled True
a8
NumberOfProcesses 5 W
R B N R o~ e o BN 3V e pr A - ose o~ 0

This tutorial showed how to create a Service Manager Activity Library from a simple PowerWF workflow.
This tutorial touched on some PowerWF basic concepts, such as creating a workflow, using the
PowerShell editor and automatic PowerShell script creation. An Input Parameter was created and the
workflow tested. The workflow was deployed as a Service Manager Activity Library and then imported
into the Service Manager Authoring tool. The tutorial showed a simple case of using the imported

activity.




Tutorial: Creating a Scheduled Workflow
This tutorial discusses how to create a scheduled workflow in Service Manager using a PowerWF
workflow. The workflow created for this tutorial will create a simple report and email it to a user.

Topics Discussed

e Creating a PowerWF Workflow for Service Manager

Procedure

1. To create a workflow for Service Manager

View

g NN

Compile Start Stop Pause Step

ol

New Workflow \

£ Workflow Name:  TopCPUProcesses|
b e Location: C:\Users\Jim\Documents\PowerWF Studio\Workflows E]
E‘B_N Template: [Blak Workflow Document '] |
P OK Cancel

i TR

|+ Powercti | f

| =rvenaeor™ -
l

+" PowerShell

Summary

This ...



